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Background Information 

•  Founded The Cover of Night 
– Focus on Security and Research 
– Perform a number of informa)on security services 

•  Previously Employed by McAfee 

•  Worked in Several Research and Technical Roles 

•  Graduated in ‘05 and ’07  
•  Member of UT IEEE ComSoc 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Informa)on Security Primer 

•  Informa)on Security Makes Risk Affordable 
–  System security does not have to be complete, just effec)ve 
–  Security helps reduce risk 
– Make cost to aYacker really expensive 
–  Reduce the probability that one system will lead to failure 

•  Threats aYack or exploit vulnerabili)es 
•  Vulnerabili)es are Holes (Technical or Human) 
•  Mi)ga)ons are Ac)ons Taken Against Vulnerabili)es 

•  Risk is a factor of Vulnerabili)es, Impact, and Occurrence 

4 



Why is Security Important? 

•  Confiden)ality 
•  Availability and Reliability 
•  System Integrity 

•  Public Opinion and Company Image 

•  People Pay Good Money for So,ware 

•  … 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What is Threat Modeling? 

•  Threat Modeling is a Methodical Process 
•  Realize the Level of Risk at Various Views 
•  Develop Insight about Rela)onships in the System 
•  Iden)fy the Areas with the Most Exposure 
•  Design Against Common Vulnerabili)es  
•  Realize Common Threats Facing the Applica)on 
•  Iden)fy What to Test and How to Test Components 
•  Prepara)on for Unforeseen Threats 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Threat Modeling 

•  Perspec)ve may be Adversarial or Defensive 
•  Con)nuous and Evolves with the Life Cycle 
•  From the Perspec)ve of Adversaries 

–  Iden)fy Holes and Vulnerabili)es 
– Exploit them to Gain Access to the Objec)ve 

•  From Defensive Perspec)ve 
–  Iden)fy Probable Vulnerabili)es 
– Remove as many of the vulnerabili)es as possible 
– Employ countermeasures to reduce the aYack risk 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Basic Applica)on Example 

Server Client 

Ini)al Connec)on 

Server Response 

Client Input 

Server Disconnect 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Threats and AYack Vectors 

•  Client Provides Malformed Input  
•  Client Provides Too Much Input 

•  Client AYacks Availability of the Service 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Example Code Lis)ng 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Stack Layout 

…. 

ebp – 0x114 

ebp – 0x108 (Start of Sta)c Buffer) 

old ebp (from caller)  

old eip (return address for the caller)  

arg_0 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Example Code Lis)ng 2 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The Big Picture 

•  TMing is Part of the So,ware Development 
Lifecycle 

•  Deliver Secure and Reliable So,ware 
•  Lifecycle Covers All Aspects of the Process 
•  Process Includes All Stakeholders 

– Developers 
–  Customers 
– … 

•  Security is Only Recently Being Integrated Here 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The Big Picture – SSDL Overview 

•  Developer Educa)on and Awareness 
•  Defini)on of Best Prac)ces and AYack 
•  Product Risk Assessment 
•  Threat Modeling & Risk Analysis 
•  Security Documenta)on and BP for Customers (TM) 
•  Security Coding Policies (TM) 
•  Tes)ng Procedures and Prac)ces (TM) 
•  Security Push (TM) 
•  Security Review (TM) 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Threat Modeling ‐ Ac)on 

•  Small Por)on of the So,ware Security Process 
•  …But Makes the Strongest Impact 
•  Phases 

– Define Requirements 
–  Propose Architecture 
–  Iden)fy Threats and Point out Mi)ga)ons 

•  Three Primary Means of Threat Modeling 
– AYack‐Centric 
– Asset‐Centric 
–  So,ware‐Centric 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TM ‐ Requirements 

•  Define Func)onal and Security Requirements 
– What are the business objec)ves? 

– Who will use the applica)on? 
– How will the applica)on be used? 
– What kind of data will the applica)on handle?  

– What are some use and abuse cases for the app? 
– What are technical and human constraints? 
– Where will the applica)on be located/ hosted? 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TM ‐ Architecture 

•  Define and Model the Applica)on Architecture 
– What components will be used in the applica)ons? 
– How will the systems be used? 

– What are best prac)ces and procedures for their 
configura)on? 

– Who will be responsible/have access to the systems? 
– What are the trust rela)onships between systems? 
– What are any external (3rd party) applica)on 
components? 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TM ‐ Iden)fica)on 

•  Iden)fy the Threats (Brainstorm) 
–  Iden)fy probable threats 
– Determine probable mo)va)ons or objec)ves 
– Developers write bad code 
–  Systems improperly configured 
–  Poor Access Control 

•  Iden)fy the Risk 
–  Rank risk in a qualita)ve fashion (High, Med, Low) 
– Give the risk a probable value of occurrence 
– Give the risk a probable value for impact 

18 



TM ‐ Mi)ga)on 

•  Assess the Value 
– Determine the value of the asset or component  

•  Iden)fy Mi)ga)ons that Address the Risk 
– Access Control List, limit user access 
–  Input Valida)on, prevent code/SQL/etc. injec)on 
– Store Passwords Securely, ensure confiden)ality 

•  Not All Risk is Mi)gated 
– Accept Risk 
– Transfer Risk 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So,ware Centric TM 

•  Also Known As 
– Design‐Centric 
– Architecture‐Centric 
– System‐Centric 

•  Focuses on each System Component 
– Data‐Flow and Control‐Flow 
– Process Features 
– Func)onality 

20 



AYack Centric TM 

•  Focuses on the AYackers Perspec)ve 
– Goals  
– Mo)va)ons 
– Capabili)es 

•  Looks for AYack Vectors in a System 
– AYacks may originate from assets (DATA) 
– AYacks may originate from entry points (INPUTS) 

•  Look for Vulnerabili)es in Elements that 
Compose the System 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Asset‐Centric TM 

•  Focuses Primarily on Assets of a System 
–  Stored Personal Informa)on or Inventory 
–  Credit Card/ Financial Informa)on 
– User Derived Data or Content 
– … 

•  Modeling an Asset 
– What is the asset 
– Who is handling the asset 
– What are trust rela)onships between handlers 
– How is the asset being used/modified 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Conclusions 

•  Threat Modeling  Plays a Significant Role in the 
So,ware Security Process 

•  Threat Modeling Helps Define Design Goals 

•  Threat Modeling Integrates Security into the 
So,ware Architecture, Design, and Configura)on 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